401 



Configure client (101) browser and 
related appliications 
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407 



Deceiver (104) stores to the Controller (106): 

(1) The client's IP 
^ (2) The destination website I P 

(3)The Forwarder IP 

(4) The TTL value 



Client (101) logs in to start a session 
for a predetermined tinne 
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403 



Resolver is queried by client (101) 
to resolve domain name and 
routes packet to Deceiver (104) 
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404 



Deceiver (104) returns to the Client (101) 
the Forwarder (107) IP as the destination 
website (108) IP 
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The Client (101) forwards 
the data to the Forwarder (107) through 
^ a known port 



Deceiver (104) forwards query to 
Controller (106) 
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405 



Controller (104) queries DNS (105) for IP 

of website server (108), establishes 
client (101) location and determines a TTL 



The Forwarder (107) queries the 
Controller (106) to determine: (1) validity 
y of Client (101), (2) the destination 
website (108) IR and (3) if TTL has expired 



411 



406 



Controller (104) establishes contact 
with a valid Forwarder (107) 
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If query is not valid, or if TTL 
has expired, Forwarder (107) 
aborts communication 
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If query is valid, Forwarder (107) 
^ communicates with destination 
website (108), using the Forwarder's (107) 
IP as the source 



Figure 3 
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Reply data from the destination 
website (108) are routed through 
^ the Forwarder (107) 
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The Forwarder determines the 
Client's (101) IP from previous 
^ query in (408) 
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The Forwarder (107) forwards back 
reply data from destination website (108) 
to the Client (101) 



Figure 4 



